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Unlawful offers: statistics for the second semester of 2025

1. Evolution of the types of fraud: main trends

Unlawful offers: statistics for the second half of 2025 (number of reports received by the FSMA)*

1 / 3* Figures quoted in this document only include reports made by consumers to the FSMA concerning fraud or illicit offers falling within the 
supervisory scope of the FSMA.

Total: 1622

Between July and December 2025, Belgian consumers reported having collectively lost more than 23 million euros due to fraud.

Most of that amount, or more than 10.5 million euros, was lost on fraudulent trading platforms, most often in investments allegedly 
linked to cryptocurrencies.

During the period under review, a large number of consumers fell victim to a new type of fraud: so-called exclusive investment tips 
from WhatsApp groups. Consumers reported having collectively lost more than 9.5 million euros due to these new scams. 

2. Losses reported by consumers

Losses reported by consumers to the FSMA during the second semester of 2025
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Trading platforms and cryptocurrency

Stock market tips via WhatsApp

Fake credit

Recovery rooms

Fraud (general)

Other unregulated activities

Fraudulent portfolio management

Boiler rooms

Fraudulent alternative investments

Pyramid fraud

Trading / training software

Fraudulent tradingplatforms and 
cryptocurrency; 10.558.336,00 € 

Stock market tips via WhatsApp ; 
9.533.703,00 € 

Fraud other & General; 1.124.290,00 € 

Recovery rooms; 859.711,00 € 

Fraudulent alternative 
investments; 707.929,00 € 

Fraudulent portfolio management; 
467.700,00 € 

Boiler rooms; 148.110,00 € 

Credit; 44.127,00 € 

https://www.wikifin.be/fr/epargner-et-investir/fraudes-et-escroqueries-linvestissement/ne-vous-laissez-pas-pieger-par-les
https://www.wikifin.be/fr/epargner-et-investir/fraudes-et-escroqueries-linvestissement/ne-vous-laissez-pas-pieger-par-les
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3. Focus: the “exclusive tips” via WhatsApp 

A new type of fraud that has already caused much harm in Belgium:
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Since last summer, the FSMA has been receiving reports of a new type of fraud, dubious WhatsApp groups in 
which fraudsters share so-called exclusive investment tips or promote fraudulent trading apps. It is a very 
widespread phenomenon that has victims all over the world and also targets Belgium. 

1
Contact through 

social media

Consumers find advertisements on Facebook or Instagram for WhatsApp groups where, it 
is claimed, exclusive analyses of financial markets and profitable investment tips are 
shared. These advertisements are often published via pages that fraudulently use the 
name and logo of well-known banks and news services. 

2 
Being added to 

WhatsApp 
groups

These groups are managed by people who pose as prominent economists or CEOs of 
investment firms. These are also cases of identity theft.

3
Scam and theft 

of personal data

In these groups, consumers are 

• encouraged to participate in lotteries, with the aim of stealing their personal data; 

• urged to purchase specific American listed shares, the aim being to manipulate those 
shares’ price. This is also known as a “pump and dump” operation; 

• prompted to download fake applications for trading in cryptocurrencies. 

Typical victim profile: the people who most frequently contacted the 
FSMA regarding this new scam are Dutch-speaking men aged 
between 50 and 69.

73,000 euros
lost on average per victim, with 
some cases involving losses of 

several hundred thousand euros

9.5 millions euros
in total losses reported in just six 

months

263 reports
received by the FSMA, 60% of 
which sent by victims who had 
already made payments to the 

fraudsters
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https://fr.linkedin.com/posts/fsma_esma-scamalert-activity-7270527504619130880-AoFv
https://fr.linkedin.com/posts/fsma_esma-scamalert-activity-7270527504619130880-AoFv
https://www.fsma.be/fr/warnings/des-escrocs-se-font-passer-pour-des-collaborateurs-de-la-fsma-0
https://www.fsma.be/fr/warnings/des-escrocs-se-font-passer-pour-des-collaborateurs-de-la-fsma-0
https://www.fsma.be/fr/warnings/des-escrocs-se-font-passer-pour-des-collaborateurs-de-la-fsma-0
https://www.fsma.be/fr/warnings/des-escrocs-se-font-passer-pour-des-collaborateurs-de-la-fsma-0
https://www.fsma.be/fr/recovery-room
https://www.fsma.be/fr/recovery-room
https://www.fsma.be/en/warnings/fsma-once-again-warns-public-against-dubious-whatsapp-groups-0
https://www.fsma.be/en/warnings/fsma-once-again-warns-public-against-dubious-whatsapp-groups-0


The number of consumer reports received by the FSMA in the past 
years regarding unlawful offers keeps on increasing. 

In 2025, the FSMA received a total of 2,911 consumer reports 
about unlawful activities. This is an increase of 11% compared to 
2024.

Since 2017, the number of reports received by the FSMA for 
these categories of fraud increases on average by nearly 20% 
each year.

Changes in number of questions about unlawful activities or fraud received per month since 2021*

Unlawful offers: statistics for 2025
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4. Trends in the reports received by the FSMA

Number of reports about unlawful activities or fraud per year*

In 2025, the FSMA published warnings 
against a total of 240 fraudulent entities and 
316 websites.

More than 65% of these illegitimate actors 
were fraudulent trading platforms.

The FSMA invites consumers to consult the 
complete list of its warnings available on its 
website: Warnings | FSMA.

5. Warnings by the FSMA

Warnings: Number of fraudulent entities per category
2025
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2021 187 204 225 151 165 155 129 154 116 151 152 129

2022 145 129 143 105 116 128 103 115 152 151 137 127

2023 150 152 200 134 134 155 155 187 207 311 212 173

2024 229 182 244 257 239 191 247 224 204 212 193 199

2025 208 195 222 205 210 249 266 224 276 358 252 246
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https://www.wikifin.be/fr/epargner-et-investir/fraudes-et-escroqueries-linvestissement/ne-vous-laissez-pas-pieger-par-les
https://www.wikifin.be/fr/epargner-et-investir/fraudes-et-escroqueries-linvestissement/ne-vous-laissez-pas-pieger-par-les
https://www.fsma.be/en/warnings
https://www.fsma.be/en/warnings


Doubts about your provider?

Search the FSMA website to gather information about a company or check whether a 
warning has been published against it. 

Useful links

For all your questions about 
money 

More information about fraud

More information about fraud is 
available on our website

Search functionSearch function

Beware of fraud!Beware of fraud!

WarningsWarnings

Keep informed

FSMA's NewsletterFSMA's Newsletter

External links

Contact

Contact form
Fraud and suspicious cases

Contact form
Fraud and suspicious cases

Contact form
General

Contact form
General

Press releasePress release

Prevention campaign
2025

https://www.wikifin.be/fr/epargner-et-investir/fraudes-et-escroqueries-linvestissement/conseils-contre-la-fraude
https://www.wikifin.be/fr/epargner-et-investir/fraudes-et-escroqueries-linvestissement/conseils-contre-la-fraude
https://www.fsma.be/en/check-your-provider
https://www.fsma.be/en/check-your-provider
https://www.fsma.be/en/beware-fraud
https://www.fsma.be/en/beware-fraud
https://www.fsma.be/en/warnings/companies-operating-unlawfully-in-belgium
https://www.fsma.be/en/warnings/companies-operating-unlawfully-in-belgium
https://www.fsma.be/en/newsletter
https://www.fsma.be/en/newsletter
https://febelfin.be/en/themes/fraud-security
https://febelfin.be/en/themes/fraud-security
https://www.safeonweb.be/en
https://www.safeonweb.be/en
https://www.fsma.be/en/questions-about-investment-fraud
https://www.fsma.be/en/questions-about-investment-fraud
https://www.fsma.be/en/consumer-contact-form
https://www.fsma.be/en/consumer-contact-form
https://www.fsma.be/en/news/nieuwe-campagne-waarschuwt-voor-valse-onlinebeleggingen
https://www.fsma.be/en/news/nieuwe-campagne-waarschuwt-voor-valse-onlinebeleggingen
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